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Article I. DCRB Objectives and Requirements 

Overview and Background Material 
The District of Columbia Retirement Board’s (DCRB) information security policy establishes 

requirements for the agency’s information security programs. This policy directs the DCRB 

Information Technology Department (DCRB IT) to manage information assets and to ensure that 

members’ sensitive data is protected from unauthorized access and inappropriate disclosure. The 

objective of the project is to protect sensitive data that are stored by the agency and make associated 

audits easier to execute and to protect intellectual property specific to DCRB. 

Section A. – Objectives 
DCRB requires a suite of enterprise information technology (IT) tools to provide data loss prevention 

(DLP) capabilities.  To achieve these goals and to comply with the policy requirements, DCRB seeks 

to implement a Symantec Data Loss Prevention solution which includes brand name specific 

Symantec products and support. This product will enable DCRB to assess and protect sensitive data 

in the DCRB environment. The solution will support the discovery of sensitive data; will monitor 

how data is stored, used, and transferred; and will protect sensitive data. With the Symantec DLP 

solution, DCRB IT will gain visibility into policy violations that will allow the department to 

proactively secure data with automatic quarantine, relocation, and policy-based encryption. DCRB IT 

expects the DLP tool to contain all modules that could actively block sensitive and confidential data 

and information at both the network and endpoints.  Additionally, the Symantec DLP solution will 

help significantly reduce these risks by automatically enforcing compliance with data security 

policies as well as providing detailed information that would enable the organization to change 

employee behavior on how to handle sensitive and confidential data.  

Current DCRB IT processes used to identify sensitive data are complex, time consuming, and 

manually driven. Therefore, implementing the Symantec DLP solution across the enterprise can 

provide DCRB IT with a robust tool to enable the DCRB information security officer to identify, 

monitor, and protect sensitive data.  

DCRB anticipate awarding a one (1) year firm fixed price contract.   

Section B- Scope of Work 
DCRB seeks the services from an approved and qualified Symantec DLP licensed integrators to 

facilitate the acquisition of Symantec DLP security software licenses and to provide the full suite of 

professional services necessary to implement the solution within DCRB’s environment. 

The successful Offeror shall provide a detailed, itemized listing of all necessary licensed software, 

recommended hardware system requirements, and system maintenance and support services for the 
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Symantec DLP solution. Implementation services to be performed and delivered by the successful 

Offeror will include but will not be limited to the following:  

 Requirement analysis and assessment  

 Solution design  

 Installation 

 Configuration and customization  

 Security  

 Systems integration  

 Training and documentation 

 Deployment 

Section C. – General Requirements 
It is DCRB’s goal to automate the detection, remediation, movement and quarantine of unencrypted 

files containing Personally Identifiable Information (PII) from Network share drives, unauthorized 

SharePoint repositories, Microsoft Exchange public folders, Internet egress points, and emails to 

reduce the risk of unauthorized disclosures of or access to PII. This requirement will be achieved to 

minimize risk of unsecured PII being stored on unauthorized file locations within the DCRB 

“Firewall”, and detect, prevent, and quarantine unsecured PII in email from leaving DCRB which 

reduces the risk of PII ever being lost, stolen, or compromised.  

The offeror will work with the Contracting Officer’s Technical Representative (COTR), and a 

designated team of DCRB staff and contractors to customize the DLP product to meet the agency’s 

requirements. This effort will not be considered complete until the COTR signs off on completion of 

each requirement. In performance of this work, offeror shall provide technical support to DCRB 

users. 

Offeror personnel assigned to work on this contract shall be subject to the security requirements 

outlined in Article II. General Requirements: Section Q. Security and Background Check. 

I. Service Level Standards 

DCRB has established the support response times as it relates to support and maintenance of its 

systems. The offeror’s ability to correctly diagnose and successfully respond to system issues will be 

used to assess the offeror’s performance as outlined in Section C. II. Performance Review. 

Support Response Times 

Critical and High priority incidents require that DCRB IT management is notified within an hour and 

three hours respectively. Notification and management procedures will include email and conference 

bridges comprised of the required support personnel to resolve the issues identified. 

 

 



District of Columbia Retirement Board  RFP for Data Loss Prevention and Support Services 

August 2014 — Page 4 

 

Priority 

Level 

Ticket 

Acknowledgement 

Target 

Resolution time 

Escalation 

Threshold 

Customer 

Reporting 

Frequency 

Root Cause 

Analysis (RCA) 

required 

Critical Immediate 4 hours 1 hour Every 1 hour    Yes 

High Within 1 hour 8 hours 4 hour 

 

3 hours    Yes 

Medium Within 8 hours 3 days 1 week 1 day    No 

Low Within 8 hours 1 week 1 week 3 days    No 

 

The Offerors will assign the correct priority level to the reported incident i.e., critical, high, medium, 

or low (defined below): 

 

Critical: Complete failure of production servers, service, software, equipment, network component 

or business critical system(s) preventing the operation of key business applications or seriously 

impacting normal business operations.  The incident affects either a group or groups of people or a 

single individual performing a critical business function. No work around is available and the outage 

has a very high business impact. 

 

High: Partial or substantial IT service, system, or component failure causing impacts to the agency’s 

ability to operate significant business processes or applications. Business operations are severely 

disrupted or limited.  No work around is available. This constitutes a high business impact. 

 

Medium: Component or single user failure not affecting the agency’s or user’s ability to operate 

significant business operations. Reasonable work around or manual processes are available. 

 

Low: Incidents that minimally affect the operation of any IT systems throughout the enterprise.  

Reasonable work around or manual processes are available. 

 

II. Performance Review 
The Performance Standards with numerical values outlined below will be used to evaluate offeror’s 

performance. Performance reviews will be performed periodically throughout the contract and will 

be provided to the offeror for its response/concurrence. 

This information will also be retained to document offeror performance/non-performance and the 

offeror’s ability to continue to do business with DCRB. 

Outstanding (5) Meets or exceeds contract requirements in terms of timeliness and quality 

requirements of the Performance Work Statement (PWS). 

Excellent (4) Meets all deliverable requirements of the PWS but required minor revisions 

necessary and the revisions do not adversely impact the PWS. 

Good (3)  Have no more than two issues that were not minor (i.e., missed deliverable, 

poor quality levels of work, or services that did not comply with agreed upon 

requirements). 
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Fair (2) Have more than two issues that were not minor (i.e., missed deliverable, poor 

quality levels of work, or services that did not comply with agreed upon 

requirements). 

Poor (1) Performance has been “Fair” for more than one month. 

Performance has been at a level where the Chief Contracting Officer has had to 

issue a cure notice regarding performance. 

Continual performance at the poor level will be at a level where contract 

termination will be considered if the performance is not improved. 

Unsatisfactory (0) Performance has been “Fair” for more than one month. 

Performance has been at a level where the Chief Contracting Officer has had to 

issue two or more cure notices regarding performance. 

Payment for the month will be withheld pending resolution of cure notice(s). If 

issues are not resolved, payment will be delayed. 

Performance at the unsatisfactory level will be at a level where a contract may 

be terminated at DCRB’s discretion. 

 

 

Section D. – Deliverables 
The following details the deliverables/services to be provided to DCRB in performance of a 

subsequent contract. The Offeror shall provide detailed descriptions on how it plans to meet each of 

the deliverables in its technical response. All deliverables shall be provided to the Database 

Administrator who shall serve as the COTR for this Contract or his designee. 

Deliverable Description Submittal 

Requirements 

Format Schedule 

Kick Off 

Meeting 

Offeror shall contact the COTR to 

arrange a meeting to initiate action and 

confirm requirements. 

Phone/In-person, 

WebEx 

Discussion Within 

five (5) 

business 

days of 

contract 

award 

Requirement 

analysis and 

assessment 

Offeror shall conduct a review 

DCRB’s environment and discuss pre-

assessment activities including the 

collection of required information, 

Report MS Word or 

Adobe 

whereas 

transmission 

Within ten 

(10) 

business 

days after 
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project scoping, deployment planning, 

data classification, identification of 

priority compliance and regulations, 

policy development, workflow 

development, risk assessments, and 

high-level objectives for 

implementation.  

The Offeror shall create a high-level 

project plan from a detailed project 

scope with tasks, dependencies, 

milestones, and resource allocation. 

As part of the requirements analysis, 

the Offeror shall review DCRB’s 

current network architecture, existing 

technology, process and change 

controls, and business processes to 

facilitate the DLP implementation. 

The Offeror shall then conduct an 

assessment of DCRB’s technical 

capabilities and provide 

recommendations for personnel and 

support requirements necessary to 

support and maintain the technical 

infrastructure of the DLP system 

 

of document 

shall be based 

on agreed 

upon method 

between 

Offeror and 

DCRB 

the Kick 

Off 

Meeting 

Solution design  

 

Offeror shall conduct a Symantec DLP 

solution architecture overview, which 

will include a review of initial 

Symantec DLP deployment 

architecture requirements and plans 

with the DCRB DLP project team.  

The Offeror shall provide a detailed 

plan for the design of the Symantec 

DLP solution and shall provide a 

review of best-practice 

recommendations for the rollout of the 

Report to include 

diagrams 

MS Word or 

Adobe 

whereas 

transmission 

of document 

shall be based 

on agreed 

upon method 

between 

Offeror and 

DCRB 

Within 

fifteen (15) 

business 

days of 

final 

requireme

nt analysis 

and 

assessment 

is received 

and 

accepted 
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solution.  

The Offeror shall also provide a high-

level design of the system that 

describes all major components of the 

system, how they interact, and how 

they communicate with each other. 

The Offeror shall then provide a 

specification of the technical 

infrastructure that describes all 

hardware, software, and network 

components and how they 

interoperate. This design shall also 

include security management, access 

and identity management, and the 

protection of sensitive data.  

 

by DCRB 

Installation of 

Hardware and 

Software  

Offeror shall install data loss prevention 

hardware and software on DCRB’s 

onsite IT systems to include desktops 

and servers across the IT network as 

well as its Disaster Recovery Center in 

Ashburn, Virginia. As part of the 

installation process, Offeror shall ensure 

the system is operable according to 

manufacturer requirements and DCRB 

needs.  

 

In Person subject 

matter 

expert/technical 

support specialist 

In a format 

agreed upon 

between 

Offeror and 

DCRB  

Within 

three (3) 

months of 

contract 

award 

Configuration, 

customization, 

and 

implementation 

of solution 

Offeror shall work closely with the 

COTR to ensure a smooth transition to 

the new DLP platform by using the 

appropriate mix of technical 

professional services and professional 

project management to develop, test and 

deploy the following: 

 Full configuration of the 

Symantec DLP suite, including 

In Person subject 

matter 

expert/technical 

support specialist 

In a format 

agreed upon 

between 

Offeror and 

DCRB 

Within 

three (3) 

months of 

the 

installation 

of 

Hardware 

and 

Software 
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integration with the 

Lightweight Directory Access 

Protocol/Active Directory 

(LDAP/AD) infrastructure for 

advanced workflow and 

departmental risk reporting 

 Configuration of Symantec 

DLP agents installed on 

endpoint computers to work 

seamlessly with applications 

on both servers and clients  

 Development, testing, and 

deployment of policies to 

detect and prevent data loss 

based on DCRB information 

security objectives 

 Development, testing, and 

deployment of a DCRB 

custom personally identifiable 

information (PII) incident 

management workflow that 

will integrate with the DLP 

management workflow 

 Development, testing, and 

deployment of a DCRB 

custom PII policy that governs 

the detection of unencrypted 

Social Security Numbers and 

sensitive data with acceptable 

levels of false positive rates 

and false negative rates that 

would not degrade the 

system’s performance. 

 Development, testing, and 

deployment of a DCRB 

custom incident remediation 

workflow that will analyze 

incidents, determine why they 

occurred, identify trends, and 

remediate the problems 
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 Configuration of the DLP 

system, incident-level alerting, 

and risk reduction metrics 

reporting  

 Providing of robust and 

customizable reporting of 

detected and analyzed threats 

 Best practices approach that 

focus on policies that protect 

the highest-risk data first as 

well as defines and establishes 

success metrics for initial risk 

reduction measurement 

 Configuration and 

customization of the Symantec 

DLP solution to monitor report 

and log events based on 

defined criticality and severity 

of events   

 Configuration and 

customization of the Symantec 

DLP solution to detect the 

identity of data users, message 

senders, and message 

recipients using a variety of 

methods and technologies such 

as described content and exact 

data . 

Software 

Maintenance 

and Support  

Offeror shall provide routine 

maintenance and support to include 

software patches and upgrades 

consistent with manufacturer and DCRB 

system requirements. Offeror’s support 

to DCRB must be in accordance with 

DCRB’s Service Level standards in 

Section C. I. of this solicitation. 

 Remotely in 

accordance 

with DCRB IT 

and 

manufacturer 

standards 

At least 

annually 

and as 

specified 

by the 

software 

manufactu

rer 

System 

Integration 

Offeror shall work closely with the 

COTR to identify potential system 

integrations with the Symantec DLP 

In Person subject 

matter 

expert/technical 
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solution and integrate the solution 

with any applicable DCRB 

infrastructure components (for 

example, SharePoint, Altiris Service 

Desk, email server, Security 

Information and Event Management 

[SIEM] infrastructure, LDAP/AD, 

Symantec Management Console, 

storage systems, databases, network 

systems, etc.) 

The Offeror shall review each 

aspect of the system with DCRB 

staff and develop a plan for how 

DCRB will integrate its business 

operations with the new system. 

 

support specialist 

System 

Documentation 

Offeror shall provide documentation to 

DCRB to ensure system transparencies 

for knowledge transfer, including but 

not limited to, technology architecture 

diagrams, Application documentation, 

Web Server documentation, Database 

documentation, and Operating System 

documentation.  

Report MS Word or 

Adobe 

whereas 

transmission 

of document 

shall be based 

on agreed 

upon method 

between 

Offeror and 

DCRB 

As 

scheduled   

(see PWS) 

Training  Offeror shall provide end user training 

to DCRB staff designated by the COTR. 

Training shall include but not be limited 

to technical and support training. 

Training will be provided as needed and 

may be recorded at DCRB’s discretion. 

Offeror shall provide administrative 

training to DCRB IT staff to ensure 

knowledge transfer. Administrative 

training must include technical, systems, 

and support training. The outcome of 

Training: 

Person/Consultant  

 

Training Materials: 

Email 

User 

Manual/Equivalent: 

Booklet with system 

documentation 

relevant to ensure 

Training: In a 

format agreed 

upon between 

DCRB and 

Offeror 

Training 

Materials: In a 

format agreed 

upon between 

DCRB and 

As 

scheduled  

(see PWS) 
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the administrative training shall be a 

user manual or an equivalent. 

knowledge retention 

and “how-to” for 

DCRB IT staff. 

Offeror 

User 

manual/Equiva

lent: In a 

format agreed 

upon between 

DCRB and 

Offeror 

Security  

 

The Offeror shall configure the 

Symantec DLP solution to address 

security requirements relating to user 

identification, authentication, 

authorization, security administration, 

audit, remote access, network security, 

and application security. 

  As 

required  

(see PWS) 

Section E. – Proposals 

Schedule of Events  
The following is the schedule of events this RFP process. Dates listed below may be amended as 

appropriate by DCRB and changes will be made provided in writing. 

Activity Scheduled Date 

Release of RFP September 11, 2014 

Deadline for Written Questions September 18, 2014  

Response to Written Questions  September 23, 2014  

Proposal Due October 7, 2014  

 

 
Section F. – Point of Contact 
This RFP is issued by DCRB and is subject to the Board’s lock-out rule (Appendix B), procurement 

and conflict of interest rules (Appendix C). Further, from the issue date of this RFP until a successful 

Offeror is selected, there shall be no communication by Offerors with any DCRB Board or staff 

members other than the DCRB designee. Failure to comply with this provision of the procurement 

will result in Proposal rejection and disqualification. 

For all matters and questions relating to this RFP the point of contact is: 
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Name:  Yolanda Smith 

Address:  District of Columbia Retirement Board 

900 7th Street NW; Suite 200 

Washington, D.C. 20001 

Telephone: (202) 343-3200; Fax: (202) 566-5000 

E-Mail:  DCRB.Procurement@dc.gov 

 
 
Section G. – Questions and RFP Amendment 
All Offeror questions must be submitted in writing via e-mail to Yolanda Smith.  

Questions will not be accepted via telephone. No oral communication provided by any DCRB staff 

will be considered binding on DCRB.  

Any interpretation, correction or change to this RFP will be made by an amendment issued by 

DCRB. Interpretations, corrections or changes to the RFP made in any other manner will not be 

binding.  

No amendments will be issued by DCRB within 48 hours of the final submission date and time 

without a corresponding extension of the submission deadline. 

Section H. – Proposal Preparation, Submission, and Evaluation 

I. General 
To expedite the evaluation of offeror responses (“Proposals”), it is essential that Offerors follow the 

format and instructions contained herein. Failure to respond in this manner may render the proposal, 

at the sole discretion of DCRB, as non-responsive or otherwise unacceptable and may result in 

disqualification and the elimination of the Offeror from consideration. 

DCRB will not be liable for any costs incurred by the respondents in preparing responses to this RFP 

or for negotiations associated with award of a contract. 

It is the sole responsibility of the respondents to ensure that their responses arrive in a timely manner. 

DCRB reserves the right to reject any late arrivals.  

All Proposals submitted become the property of DCRB and may be subject to public disclosure under 

the Freedom of Information Act (“Act”).  

II. Submission of Proposals 
Offerors must prepare and submit both a separate technical proposal and a price proposal. Offerors 

are responsible for submitting the proposal, and any modification, or revisions, so as to reach the 

DCRB office designated in the solicitation by the time specified in the solicitation.  

mailto:DCRB.Procurement@dc.gov


District of Columbia Retirement Board  RFP for Data Loss Prevention and Support Services 

August 2014 — Page 13 

 

All proposals shall be submitted via email to the Point of Contact identified in this solicitation in 

their entirety.  

An initial validation of all proposals received will be conducted, before they are distributed for 

evaluation, to ensure that all the requirements for format, content, and page limits established in the 

solicitation have been met. Offerors may not use subcontractors.  

The DCRB reserves the right to reject any proposal that does not substantially comply with these 

proposal preparation/submission instructions. 

III. Withdrawal/Modification(s) of Proposals 
The offeror or an authorized representative may withdraw proposals by written notice received at any 

time before award.  The withdrawal is effective upon receipt of notice by the contracting officer. 

Proposal modification is a change made to a proposal before the solicitation’s closing date-and time, 

or a change made in response to an amendment, or made to correct a mistake at any time before 

award. 

Proposal revision is a change to a proposal made after the solicitation closing date, at the request of 

or as allowed by a contracting officer as the result of negotiations. 

The offeror must propose to provide all items in order to be deemed responsive to this solicitation. 

1. The offeror shall submit the proposal in response to this solicitation in English.  

2. The offeror may submit modifications to the proposal at any time before the solicitation 

closing date and time, and may submit modifications in response to an amendment, or to 

correct a mistake at any time before award. 

3. The offeror may withdraw its submission proposal at any time before award.  

4. Proposals received in response to this solicitation will be valid for up to 120 days from the 

receipt of the proposal.  

IV. Method of Proposal Submission 
The offeror’s proposal must be submitted electronically via email no later than 5:00 PM Eastern 

Daylight Time on October 7, 2014.  Offerors must comply with the detailed instructions for the 

format and content of the proposal(s); if the proposal(s) does not comply with the detailed 

instructions for the format and content, the proposal(s) may be considered non-responsive and may 

render the offeror ineligible for award.  
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Name:  Yolanda Smith 

Title Contract Specialist 

Address:  District of Columbia Retirement Board 

900 7th Street NW; Suite 200 

Washington, D.C. 20001 

Telephone: (202) 343-3200; Fax: (202) 566-5000 

E-Mail:  DCRB.Procurement@dc.gov 

V. Proposal Format 
To maximize efficiency and minimize the time for proposal evaluation, it is required that the offeror 

submit the proposal in accordance with the format and content specified herein. The electronic 

proposal shall be prepared so that if an evaluator prints the proposal it meets the following format 

requirements: 

1. 8.5 x 11 inch paper · Single-spaced typed lines · No graphics or pictures other than those 

required · Tables are allowed for the list of key personnel · 1 inch margins · Times New 

Roman 12-point font in text · No hyperlinks · Microsoft Word 2003 software or later 

version· The offeror shall insert their company’s name in the filename; all files named with 

the file extension .doc   

2. Information provided on any other sized paper besides 8.5 x 11 inch paper, will not be 

evaluated.  Instructions regarding use of certain electronic products listed herein should not 

be construed as DCRB’s endorsement of specified products.  

3. Page Numbering:  The offeror shall use a standard page numbering system to facilitate 

proposal references.  Charts, graphs and other insert materials shall be page-numbered as part 

of the page numbering system. 

4. Page Limitations: Each technical proposal, not including title pages, cover pages, and 

introductions cannot exceed 30 pages. When a page is designed to print on both sides of a 

sheet, it shall be counted as two pages.  Included in the page count are separate pages 

providing graphics, charts, illustrations and pictures.   

5. Cover Page, and Table of Contents: Each proposal will include a cover page and a table of 

contents.  The cover page shall identify the solicitation number and title, and the offeror’s 

name.  The table of contents shall identify, by content, the page number of each section of the 

proposal. These pages will not be counted toward the page limitation requirement. 

mailto:DCRB.Procurement@dc.gov
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Marketing brochures included as part of the main body of the bid response shall not be considered. 

Such material must be submitted only as attachments and must not be used as a substitute for written 

responses. In case of any conflict between the content in the attachments and an offeror's answers in 

the body of the proposal, the latter will prevail. 

VI. Evaluation of Proposals 

Basis for Award 

This procurement will be awarded on a Best Value basis. DCRB will not a make an award to an 

Offeror if the DCRB makes a determination that an Offeror does not have the technical capability of 

successfully performing the work contained in this RFP.  

Best Value determination will be reached by comparing the differences in the value of the technical 

factors with the differences in the prices proposed.  In making this comparison, the DCRB is more 

concerned with obtaining superior services than lowest overall price.  However, the DCRB shall not 

make an award at a significantly higher overall price to achieve only slightly superior service. 

The proposals will be evaluated by the DCRB Source Selection Evaluation Board (SSEB) who will 

provide their consensus recommendations to the DCRB Contracting Officer who will then make the 

final best value determination.  

The DCRB reserves the right to award this effort based on the initial offers received, without 

discussion of such offers. Accordingly, each initial offer should be submitted on the most favorable 

terms from a price and services standpoint which the Offeror can submit to the DCRB.  However, the 

DCRB also reserves the right to award no contract at all, depending on the quality of the proposal(s) 

submitted, the availability of funds, and other factors.  

 

II. Technical Evaluation Criteria  

  

The combined technical factors have greater weight than price with price becoming more important 

as proposals are deemed to be increasingly equal based on the technical factors. 

 

The relative weight of the technical factors is in the following descending order of importance: 

1. Technical approach and methodology (PWS); 

2. Past Performance; and 

3. Assigned staff experience including professional certifications and available resources. 

 

IX. Technical Evaluation Rating 
 

Technical proposals will be evaluated by use of an adjectival rating system methodology.  

The evaluation methodologies will allow the SSEB to identify and clearly describe strengths, 

weaknesses, deficiencies, and risks associated with each proposal.  The definitions for each rating are 

as follows:  
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Adjective Description 

Unacceptable Fails to meet minimum requirements; e.g., no 

demonstrated capacity, major deficiencies which are 

not correctable; offeror did not address the evaluation 

criteria. 

Marginal Fails to meet evaluation standard; however any 

significant deficiencies are correctable.  Lacks 

essential information to support a proposal. 

Acceptable Meets requirements; weaknesses are correctable. 

Exceeds Exceeds most, if not all requirements; no deficiencies. 

Section I. – Technical Proposal 
Proposals should be as succinct as possible while providing an accurate picture of the offeror’s 

ability to meet the needs of DCRB in a thorough, accurate, responsive and cost-effective manner.  

Offeror must describe its understanding of the services covered by this RFP. Please provide DCRB 

with information, regarding your approach and methodology to the scope of work. 

The proposal shall be limited to the following: 

Cover Letter  

The proposal must include a cover letter signed by an individual legally authorized to bind the 

respondent to both its technical and price proposals. The cover letter should contain the solicitation 

number, name, title, address, email address, and phone number of the person(s) who are authorized to 

represent the Offeror and to whom DCRB should direct follow-up correspondence.  

Staffing Plan 

The Offeror must include the following information about the Primary Consultant who will be 

substantially devoted to one or more of the tasks throughout the period of performance the DCRB 

activity for which it is submitting a proposal.      

 Individual’s Name; 

 Position Title with brief description;  

 Years of Professional Experience;  

 Highest Degree Attained/Degree Area;  

 Relevant Professional Certifications; and 

 Anticipated Role and Responsibilities on the DCRB contract. 
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Organizational and Consultant Conflict of Interest (OCCI) Mitigation Plan 

Offerors shall identify any and all potential or actual conflicts of interest. This includes actual or 

potential conflicts of interest of proposed subcontractors.  If it is believed that conflicts of interests 

are either real or perceived, a mitigation plan shall be developed and submitted to the Contracting 

Officer as part of your proposal submission. The Offeror’s plan shall describe how the Offeror 

addresses potential or actual conflicts of interest and identify how the Offeror will avoid, neutralize, 

or mitigate present or future conflicts of interest. 

Offerors must consider whether their involvement and participation raises any OCCI issues, 

especially in the following areas when:  

1. Providing systems engineering and technical direction;  

2. Preparing specifications or work statements and/or objectives; 

3. Providing evaluation services; and  

4. Obtaining access to proprietary information. 

 

If a prime Contractor or subcontractor breaches any of the OCCI restrictions, or does not disclose or 

misrepresents any relevant facts concerning its conflict of interest, the DCRB may take appropriate 

action, including terminating the contract, in additional to any remedies that may be otherwise 

permitted by the contract or operation of law.  

Performance Work Statement (PWS)  

The Offeror must prepare and submit a PWS which clearly describes how the Offeror’s technical 

approach and methodology is designed to meet DCRB’s a) business, b) technical, and c) 

management objectives, as described in B. Scope of Work. The PWS should be presented in 

sufficient detail to allow the DCRB to determine the Offeror has a clear understanding of DCRB’s 

requirements, and that the approach/methodology presented by the offeror can be implemented 

efficiently and effectively using state of the art technology with minimum risk.  

Past Performance  

The Offeror shall identify five (5) contract efforts conducted within the last three to five years or 

work that is ongoing. The contracts identified should demonstrate in-depth knowledge and successful 

implementation of the efforts of similar size and scope and relevance to this solicitation. The 

identified contracts can be with Federal, District of Columbia, commercial or other customers.   

For each contract, the Offeror shall identify the following the 1) Program Manager (PM) and 2) 

Contracting Officer (CO). The Offeror shall provide the current address, phone number, Fax number, 

and email address for each customer POC. 

For each of the contract efforts identified, the Offeror shall provide the following narrative 

information: 
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1. Description of how the scope for this contract/task order relates to this effort in size and 

scope and relevance.  

2. Description of the significant achievements, challenges or obstacles that were encountered 

during contract performance and the measures taken to overcome them. 

3. Description of achievements against the most recent period for which performance measures 

have been applied to each contract. The performance measures should be specific and show 

the target performance levels that are set forth under the applicable contracts as well as the 

level of performance achieved.  

4. The names and roles and responsibilities of the individuals performing the work described. 

Section J. – Price Proposal 
DCRB anticipates awarding a Firm fixed Price level of effort contract to one offeror for a one (1) 

year term. 

Offerors are to submit a single “fixed price” for completing each of the above services/deliverables 

for the period of performance.  

An Offeror’s proposal is presumed to represent its best efforts to respond to the solicitation. Any 

inconsistency between promised performances, the technical/management proposal, identified 

personnel resources, and price must be explained in the proposal. For example, if the intended use of 

new and innovative techniques is the basis for an unusually low estimate, the nature of these 

techniques and their impact on cost or price shall be explained; or, if a corporate policy decision has 

been made to absorb a portion of the estimated price, that must be stated in the proposal. Any 

inconsistency, if unexplained, may raise a fundamental question of the Offeror’s understanding of the 

nature and scope of the work required and may adversely impact the Offeror’s standing upon 

evaluation. The burden of proof as to cost/price credibility rests with the Offeror. Unrealistically low 

prices may indicate an inability to understand requirements and a high-risk approach to contract 

performance. Accordingly, the DCRB may consider the findings of such an analysis in evaluating an 

Offeror’s ability to perform and the risk of its approach. 

DCRB will base its award on its analysis of both the offeror’s technical and price proposals with the 

technical proposal being given more weight.  

DCRB reserves the right to not make an award. 

Price proposal narratives shall be no more than five (5) pages excluding a cover page.  Pages 

exceeding this limit shall not be considered or evaluated.   

Each price proposal shall address the following in support of their proposal in narrative, related to the 

fixed price level of effort service areas: 

DCRB is subject to the annual appropriations process of the District of Columbia government that 

culminates in an appropriation act passed by the U.S. Congress and signed the President of the 

United States. Therefore, funds for the contract term are subject to the availability of funds.  
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ARTICLE II. GENERAL TERMS AND CONDITIONS 

A. Reservations 
DCRB reserves the right to reject any and all offers. 

DCRB is not liable for any expense incurred in the preparation, delivery or presentation of Proposals 

in response to this RFP. 

If, prior to execution of any contract, subsequent information or circumstances indicate that such 

contract is not in the best interest of DCRB, the right is reserved to rescind the offer and either award 

the contract to another Offeror or reject all responses. 

B. Confidentiality 
Confidential Information is any and all information which is proprietary, confidential, secret or 

otherwise, not generally known to the public, including personal and identifying information 

concerning participants in the Retirement Funds. Confidential Information shall not include 

information which, as established by credible evidence: (a) is or becomes public knowledge without 

any action by, or involvement of, the party receiving the Confidential Information hereunder: (b) is 

independently developed by the receiving party without the use of the other party’s Confidential 

Information: (c) is already known to the receiving party at the time of disclosure under this 

Agreement without restriction of confidentiality: (d) is disclosed to the receiving party by a third 

party who is entitled to disclose it without restriction of confidentiality: or (e) the disclosing party 

subsequently approves for disclosure without restrictions.  

Each party, on behalf of itself and its employees and agents, agrees that it and its employees and 

agents: (a) shall not use any Confidential Information of the other party for any purpose other than to 

perform its obligations under this Agreement; and (b) shall keep and maintain all Confidential 

Information as strictly confidential and shall not directly or indirectly transfer or otherwise disclose 

any such Confidential Information to any third party other than those of its employees with a need to 

have access thereto. Each party shall cause those of its employees and agents receiving Confidential 

Information of the other party to observe the terms of this Paragraph. Each party shall be responsible 

for any breach of this Paragraph by any of its employees or agents. 

A party shall not be liable for the disclosure of any Confidential Information if the disclosure is: (a) 

required by law, regulation or legal process and uses reasonable efforts to obtain assurances that, if 

possible, confidential treatment will be accorded such Confidential Information or (b) inadvertent 

despite the exercise of the same degree of care as that party takes to preserve and safeguard its own 

Confidential Information, provided that upon discovery thereof that party takes all reasonable steps 

to retrieve the inadvertently disclosed Confidential Information and that such inadvertent disclosure 

will not relieve that party from its continued adherence to the terms and conditions of this Paragraph. 

The successful Offeror will be required to execute and submit Confidentiality Agreements before 

service contract award. All person(s) assigned to the project in any capacity will be required to sign 
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statements of confidentiality in order to participate in the project. The Offeror must certify that 

criminal background checks have been conducted on all person(s) participating in the project.  

C. Indemnification 
Offeror hereby agrees to hold harmless the Board, its members, officers, employees, agents and 

representatives and the District of Columbia Government, and to indemnify and exonerate same 

against and in respect of any and all claims, demands, damages, actions, costs, charges, losses, 

liabilities, and deficiencies, including legal fees and expenses, resulting from, arising out of, or in any 

way related to (a) any untrue warranty or representation or material omission of Offeror in this 

Contract; and/or (b) any liens, claims, encumbrances, or infringement of any patent, trademark, 

copyrights, or other proprietary or intellectual property right; and/or (c) Offeror's willful misfeasance, 

bad faith, negligence or reckless disregard of its obligations in providing services under the terms of 

the Contract. 

D. Sole Property 
All deliverables, reports, and documents produced in the performance of this Agreement shall be the 

sole property of DCRB. The Offeror shall make no distribution of work specifically produced for 

DCRB under this Agreement to others without the express written consent of the agency. The 

Offeror agrees not to assert any rights at common law or in equity or establish any claim to statutory 

copyright in such reports. 

E. Contractual Requirements 
Offerors are each responsible for complying with all statutory provisions applicable to doing business 

in the District of Columbia and with DCRB; however, such compliance does not limit DCRB to any 

rights or remedies available to DCRB under other general, state or local laws. 

The terms, conditions, and specifications of the RFP, the successful Offeror’s response, the 

completed and executed contract, and all RFP amendments (if any) will comprise the entire 

agreement between DCRB and the successful Offeror.  

F. Complete Contract 
This Contract including all amendments, the Offeror’s technical and price proposals (including 

proposal revisions), represents the entire and integrated Contract between DCRB and the Offeror and 

supersedes all prior negotiations, proposals, communications, understandings, representations, or 

Contracts, either written or oral, express or implied.  All amendments or modifications of this 

Contract shall be in writing and executed by DCRB and the Offeror. 

G. Prohibition Against Contingent Fees 
Offeror warrants that it has not employed or retained any company or person, other than a bona fide 

employee working solely for it, to solicit or secure this Contract, and that it has not paid or agreed to 

pay any company or person, other than a bona fide employee working solely for it, any fee, 

commission, percentage, gift, or any other compensation contingent upon or resulting  from the 

award or making of this Contract; except where: (a) Offeror has disclosed, in writing to the Board, 
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that it has engaged such a company or person other than a bona fide employee to secure this 

engagement, and (b) the cost of such engagement is not charged to DCRB under the terms of 

compensation under this or any other current or subsequent Contract. For breach or violation of this 

warranty, DCRB shall, at its discretion, void this contract without liability, entitling DCRB to 

recover all monies paid hereunder and Offeror shall not make a claim for, or be entitled to recover, 

any sum or sums due under this Contract. This remedy, if affected, shall not constitute the sole 

remedy of the Board for the falsity or breach, nor shall it constitute a waiver of the Board’s right(s) to 

claim damages or refuse payment or take any other action provided for by law pursuant to this 

Contract. 

H. Primary Consultant/Contractor/Offeror 
In performing the services under this Contract, Offeror’s representative assigned to DCRB as the 

Primary Offeror and/or Co-Primary Offeror, shall report to on an ongoing basis, and meet with 

DCRB for the purposes of providing the services under this Contract. Designation of a new Primary  

or Co-Primary Offeror shall be subject to DCRB’s approval, which approval shall not be 

unreasonably withheld.  

I. Assignment 
Neither party will, directly or indirectly, assign or transfer any claim arising out of this Contract.  

Offeror recognizes that this Contract is for specific performance of personal consulting services to be 

performed solely by Offeror. 

J. Restriction on disclosure and use of data 
All proposals become the property of DCRB and may be subject to disclosure under the 

Freedom of Information Act. Pages of a proposal containing confidential or proprietary information 

shall contain a header and footer with an appropriate restrictive legend. 

If the Offeror includes in the proposal data that it does not want disclosed to the public for any 

purpose, or used by the DCRB except for evaluation purposes, the Offeror shall: 

A. Mark the title page with the following legend:  

“This proposal includes data that shall not be disclosed outside the DCRB and shall not be 

duplicated, used, or disclosed in whole or in part for any purpose other than to evaluate this proposal.  

If, however, a contract is awarded to this Offeror as a result of, or in connection with, the submission 

of this data, the DCRB shall have the right to duplicate, use, or disclose the data to the extent 

provided in the resulting contract.  This restriction does not limit the DCRB right to use information 

contained in this data if it is obtained from another source without restriction.”   

B. Mark each sheet of data it wishes to restrict with the following legend: “Use or disclosure of 

data contained on this sheet is subject to the restriction on the title page of this proposal” 
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K. Notices  
Any notice or consent required to be given in accordance with this Contract shall be in writing and 

shall be either (i) delivered by hand to the other party; (ii) mailed, with first class postage prepaid, to 

the address of the other party, by certified mail, return receipt requested, or (iii) sent electronically 

with a receipt detailing the transmitted message.  Notices and requests for consent shall be addressed 

to the Chief Contracting Officer. The Executive Director of the Board is the Chief Contracting 

Officer for this Contract. 

L. Contract Term  
The term of the contract shall be for a base period of one (1) year from date of award.  

M. Termination for Cause/Convenience 
The contract may be terminated by DCRB in whole or in part for cause at any time.   

If DCRB proposes terminating the contract for cause, DCRB shall first give ten (10) days prior 

written notice to the Offeror stating the reason for termination, and providing the Offeror an 

opportunity to cure the issues leading to termination. Offeror must submit a corrective action plan 

which outlines the methodology and timeline of each corrective action. The corrective action plan 

shall be provided to the COTR or his designee within ten (10) calendar days of receipt of the notice 

to cure. Failure to submit a corrective action plan in response to the notice to cure shall result in 

DCRB terminating the contract for cause. 

Offeror shall not be entitled to receive payment for labor or expenses incurred prior to termination 

unless accepted by the Board.  

The contract may be terminated in whole or in part by DCRB for convenience at any time by giving 

the Offeror written notice.  In such event:              

A. Offeror shall immediately cease performing the terminated work unless directed 

otherwise. 

B. Offeror shall be reimbursed for agreed upon fees and expenses incurred in 

preparing to perform the terminated work. 

C. Offeror shall not be compensated for anticipated future profit for the terminated 

work. 

N. Rights in Data 
N.1 “Data,” as used herein, means recorded information, regardless of form or the media on 

which it may be recorded.  The term includes technical data and computer software.  The term does 

not include information incidental to contract administration, such as financial, administrative, cost 

or pricing, or management information. 

N.2 The term “Technical Data”, as used herein, means recorded information, regardless of form 

or characteristic, of a scientific or technical nature.  It may, for example, document research, 
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experimental, developmental or engineering work, or be usable or used to define a design or process 

or to procure, produce, support, maintain, or operate material.  The data may be graphic or pictorial 

delineations in media such as drawings or photographs, text in specifications or related performance 

or design type documents or computer printouts.  Examples of technical data include research and 

engineering data, engineering drawings and associated lists, specifications, standards, process sheets, 

manuals, technical reports, catalog item identifications, and related information, and computer 

software documentation.  Technical data does not include computer software or financial, 

administrative, cost and pricing, and management data or other information incidental to contract 

administration.  

N.3 The term “Computer Software”, as used herein means computer programs and computer 

databases.  “Computer Programs”, as used herein means a series of instructions or statements in a 

form acceptable to a computer, designed to cause the computer to execute an operation or operations.  

"Computer Programs" include operating systems, assemblers, compilers, interpreters, data 

management systems, utility programs, sort merge programs, and automated data processing 

equipment maintenance diagnostic programs, as well as applications programs such as payroll, 

inventory control and engineering analysis programs.  Computer programs may be either machine-

dependent or machine-independent, and may be general purpose in nature or designed to satisfy the 

requirements of a particular user. 

N.4 The term "computer databases", as used herein, means a collection of data in a form capable 

of being processed and operated on by a computer. 

N.5 All data first produced in the performance of this Contract shall be the sole property of the 

DCRB.  The Contractor hereby acknowledges that all data, including, without limitation, computer 

program codes, produced by Contractor for the DCRB under this Contract, are works made for hire 

and are the sole property of the DCRB; but, to the extent any such data may not, by operation of law, 

be works made for hire, Contractor hereby transfers and assigns to the DCRB the ownership of 

copyright in such works, whether published or unpublished.  The Contractor agrees to give the 

DCRB all assistance reasonably necessary to perfect such rights including, but not limited to, the 

works and supporting documentation and the execution of any instrument required to register 

copyrights.  The Contractor agrees not to assert any rights in common law or in equity in such data.  

The Contractor shall not publish or reproduce such data in whole or in part or in any manner or form, 

or authorize others to do so, without written consent of the DCRB until such time as the DCRB may 

have released such data to the public. 

N.6 The DCRB will have restricted rights in data, including computer software and all 

accompanying documentation, manuals and instructional materials, listed or described in a license or 

agreement made a part of this contract, which the parties have agreed will be furnished with 

restricted rights, provided however, notwithstanding any contrary provision in any such license or 

agreement, such restricted rights shall include, as a minimum the right to:  
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N.6.1 Use the computer software and all accompanying documentation and manuals or 

instructional materials with the computer for which or with which it was acquired, including 

use at any DCRB installation to which the computer may be transferred by the DCRB; 

N.6.2 Use the computer software and all accompanying documentation and manuals or 

instructional materials with a backup computer if the computer for which or with which it 

was acquired is inoperative;  

N.6.3 Copy computer programs for safekeeping (archives) or backup purposes; and modify 

the computer software and all accompanying documentation and manuals or instructional 

materials, or combine it with other software, subject to the provision that the modified 

portions shall remain subject to these restrictions.  

N.7 The restricted rights set forth in section N.6 are of no effect unless  

(i) the data is marked by the Contractor with the following legend: 

 

 

RESTRICTED RIGHTS LEGEND 

Use, duplication, or disclosure is subject to restrictions stated in Contract 

No.______________________with (Contractor’s Name); and 

(ii) If the data is computer software, the related computer software documentation 

includes a prominent statement of the restrictions applicable to the computer software. The 

Contractor may not place any legend on the computer software indicating restrictions on the 

DCRB’s rights in such software unless the restrictions are set forth in a license or agreement 

made a part of the contract prior to the delivery date of the software.  Failure of the 

Contractor to apply a restricted rights legend to such computer software shall relieve the 

DCRB of liability with respect to such unmarked software. 

N.8 In addition to the rights granted in Section I.5.6 above, the Contractor hereby grants to the 

DCRB a nonexclusive, paid-up license throughout the world, of the same scope as restricted rights 

set forth in Section I.5.6 above, under any copyright owned by the Contractor, in any work of 

authorship prepared for or acquired by the DCRB under this contract.  Unless written approval of the 

CO is obtained, the Contractor shall not include in technical data or computer software prepared for 

or acquired by the DCRB under this contract any works of authorship in which copyright is not 

owned by the Contractor without acquiring for the DCRB any rights necessary to perfect a copyright 

license of the scope specified in the first sentence of this paragraph.  

N.9 Whenever any data, including computer software, are to be obtained from a subcontractor 

under this contract, the Contractor shall use this clause, I.5, Rights in Data, in the subcontract, 
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without alteration, and no other clause shall be used to enlarge or diminish the DCRB’s or the 

Contractor’s rights in that subcontractor data or computer software which is required for the DCRB.  

N.10 For all computer software furnished to the DCRB with the rights specified in Section I.5.5, 

the Contractor shall furnish to the DCRB, a copy of the source code with such rights of the scope 

specified in Section I.5.5.  For all computer software furnished to the DCRB with the restricted rights 

specified in Section I.5.6, the DCRB, if the Contractor, either directly or through a successor or 

affiliate shall cease to provide the maintenance or warranty services provided the DCRB under this 

contract or any paid-up maintenance agreement, or if Contractor should be declared bankrupt or 

insolvent by a court of competent jurisdiction, shall have the right to obtain, for its own and sole use 

only, a single copy of the then current version of the source code supplied under this contract, and a 

single copy of the documentation associated therewith, upon payment to the person in control of the 

source code the reasonable cost of making each copy. 

N.11 The Contractor shall indemnify and save and hold harmless the DCRB, its officers, agents 

and employees acting within the scope of their official duties against any liability, including costs 

and expenses, (i) for violation of proprietary rights, copyrights, or rights of privacy, arising out of the 

publication, translation, reproduction, delivery, performance, use or disposition of any data furnished 

under this contract, or (ii) based upon any data furnished under this contract, or based upon libelous 

or other unlawful matter contained in such data. 

N.12 Nothing contained in this clause shall imply a license to the DCRB under any patent, or be 

construed as affecting the scope of any license or other right otherwise granted to the DCRB under 

any patent. 

N.13 Paragraphs N.6, N.7, N.8, N.11 and N.12 above are not applicable to material furnished to 

the Contractor by the DCRB and incorporated in the work furnished under contract, provided that 

such incorporated material is identified by the Contractor at the time of delivery of such work. 

O. Successor Contract 
In the event DCRB awards a successor Contract to another entity covering the same matters as those 

assigned to Offeror under this Contract, then Offeror shall cooperate with DCRB to effect an orderly 

transition to the successor entity. 

P. Cancellations 
In the event provisions of this RFP are violated by Offeror(s), DCRB may give written notice to the 

Offeror(s) stating the deficiencies. Unless deficiencies are corrected within five (5) working days, 

DCRB reserves the right to issue an immediate termination notice in writing to the Offeror(s).  

DCRB reserves the right to require personnel changes at any time during the term of the contract. 

Such a request shall be issued in writing by DCRB and the Offeror shall have five (5) business days 

to provide a substitute acceptable to DCRB. Failure to do so shall result in DCRB issuing and 

immediate termination notice in writing to the Offeror.  
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Q. Security and Background Checks 
Due to the sensitive nature of the information that the Offeror’s staff will be supporting, a 

background check shall be performed on all personnel and employees who are assigned to work on 

this contract. A background check will be performed initially and every two years thereafter 

consistent with DCRB’s policies. The Offeror shall not assign anyone to work on this contract and 

shall immediately remove from work on this contract anyone who has been convicted within the past 

seven years of fraud or any felony or who is currently under arrest warrant. Any exceptions to this 

provision must be approved in writing by the Contracting Officer. 

The background check must be returned in a favorable status prior to the Offeror commencing work 

on this contract. The background check shall be performed by the District of Columbia’s 

Metropolitan Police Department located at 300 Indiana Avenue, N.W., Washington, DC 2001. The 

cost of the background check is $42.00 per individual and must be paid directly by Offeror.   

In the event that the Offeror is located outside the DC Metropolitan area (Washington, DC, 

Maryland, Virginia), they must propose for DCRB’s review and acceptance alternate means for 

conducting background check(s).  

In addition to the aforementioned background check requirement(s), each Offeror shall provide a risk 

mitigation plan, including but not limited to,  the processes employed by the Offeror to provide data 

and personnel security in compliance with Privacy Act of 1974, 5 U.S.C. § 552a, and the Department 

of the Treasury’s system of records notice TREASURY/DO .214 Fed Reg. 46284 (2005).The Offeror 

shall provide as part of the risk mitigation plan how it will meet the requirements of DCRB’s 

Personally Identifiable Information (PII) Policy included as Appendix C by providing the following: 

 A list of the anticipated threats and hazards that the contractor must guard against; 

 A description of the safeguards that the contractor must specifically provide; and 

 Requirements for a program of Government inspection during performance of the contract 

that will ensure the continued efficacy and efficiency of safeguards and the discovery and 

countering of new threats and hazards. 

Offeror and all personnel working on this contract must sign a confidentiality statement provided by 

DCRB as prescribed above in Section B. Confidentiality and be required to undergo DCRB security 

and privacy training prior to contract award.    

R. Dispute Resolution 
A. The parties waive the right to trial by jury in any judicial action, proceeding or counterclaim 

arising from this Contract that is not resolved by mutual Contract.  

B. Any legal proceedings involving this contract shall be filed with a District of Columbia court 

with subject matter jurisdiction, and District of Columbia law shall apply, excluding its 

choice of law provisions.  
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C. Pending a final settlement of or a final decision from a court on an action or appeal of, a 

dispute or a claim asserted by the Offeror against DCRB, the Offeror shall proceed diligently 

with performance of the Contract in accordance with its terms and conditions. 

S. Governing Laws 
This Contract shall be governed by and construed in accordance with the laws of the United States 

and the District of Columbia. 

T. Freedom of Information Act 
Offeror understands and acknowledges that DCRB is subject to the District of Columbia Freedom of 

Information Act (“Act”) and consents to the disclosure of its proposal, this Contract, and any 

information, recommendations, or advice received by DCRB from Offeror under this Contract, or 

such information, recommendations, or advice is subject to disclosure under the Act.  DCRB shall 

use reasonable efforts to give notice of any demand for disclosure to Offeror as soon as reasonably 

practicable after demand for disclosure is made upon DCRB. 

U. Insurance Requirements 
The Offeror selected for contract award shall procure and maintain, during the entire period of 

performance under this contract, the types of insurance specified below.  The Offeror shall have its 

insurance broker or insurance company submit a Certificate of Insurance to the DCRB giving 

evidence of the required coverage prior to commencing performance under this contract.  In no event 

shall any work be performed until the required Certificates of Insurance signed by an authorized 

representative of the insurer(s) have been provided to, and accepted by, the DCRB. All insurance 

shall be written with financially responsible companies authorized to do business in the District of 

Columbia or in the jurisdiction where the work is to be performed and have an A.M. Best Company 

rating of A-VIII or higher. The Offeror shall ensure that all policies provide that the DCRB shall be 

given thirty (30) days prior written notice in the event the stated limit in the declarations page of the 

policy is reduced via endorsement or the policy is canceled prior to the expiration date shown on the 

certificate. The Offeror shall provide the DCRB with ten (10) days prior written notice in the event of 

non-payment of premium.  

a. Commercial General Liability Insurance.  The Offeror shall provide evidence 

satisfactory to the DCRB with respect to the services performed that it carries 

$1,000,000 per occurrence limits; $2,000,000 aggregate; Bodily Injury and Property 

Damage including, but not limited to:  premises-operations; broad form property 

damage; Products and Completed Operations; Personal and Advertising Injury; 

contractual liability and independent Offerors. The policy coverage shall include the 

DCRB as an additional insured, shall be primary and non-contributory with any other 

insurance maintained by the DCRB, and shall contain a waiver of subrogation. The 

Offeror shall maintain Completed Operations coverage for five (5) years following 

final acceptance of the work performed under this contract.   
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b. Workers’ Compensation Insurance. The Offeror shall provide Workers’ 

Compensation insurance in accordance with the statutory mandates of the District of 

Columbia or the jurisdiction in which the contract is performed. 

Employer’s Liability Insurance.  The Offeror shall provide employer’s liability 

insurance as follows:  $500,000 per accident for injury; $500,000 per employee for 

disease; and $500,000 for policy disease limit. 

The Offeror shall carry all required insurance until all contract work is accepted by the DCRB, and 

shall carry the required General Liability; any required Professional Liability insurance for five (5) 

years following final acceptance of the work performed under an awarded contract. 

These are the required minimum insurance requirements established by the District of Columbia.  

HOWEVER, THE REQUIRED MINIMUM INSURANCE REQUIREMENTS PROVIDED 

ABOVE WILL NOT IN ANY WAY LIMIT THE OFFEROR’S LIABILITY.  

The Offeror are solely responsible for any loss or damage to their personal property, including but 

not limited to tools and equipment, rented machinery, or owned and leased equipment.  A waiver of 

subrogation shall apply in favor of the DCRB.  

The DCRB shall not make any separate measure or payment for the cost of insurance and bonds.  

The Offeror shall include all of the costs of insurance and bonds in the contract price. 

The Offeror shall immediately provide the DCRB with written notice in the event that its insurance 

coverage has or will be substantially changed, canceled or not renewed, and provide an updated 

certificate of insurance to the CO.  

The Offeror shall submit certificates of insurance giving evidence of the required coverage as 

specified in this section prior to commencing work. Evidence of insurance shall be submitted to: 

Yolanda Smith 

Contract Specialist 

District of Columbia Retirement Board 

900 7th Street, NW, 2nd Floor 

Washington, DC 20001; (202) 343-3200 

 

The Offeror agrees that the DCRB may disclose the name and contact information of its insurers to 

any third party which presents a claim against the District for any damages or claims resulting from 

or arising out of work performed by the Offeror, its agents, employees, servants or sub Offerors in 

the performance of this contract. 
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V. Order of Precedence 
A conflict in language shall be resolved by giving precedence to the document in the highest order of 

priority that contains language addressing the issue in question.  The following documents are 

incorporated into the contract by reference and made a part of the contract in the following order of 

precedence: 

(1) An applicable Court Order, if any 

(2) Contract document 

(3) Contract attachments  

(4) RFP, including amendments 

(5) BAFOs (in order of most recent to earliest) 

(6) Offeror’s Proposal 
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APPENDIX A 

Board Lock-Out Rule 
The Board of Trustees has established guidelines by which Board Members and staff will 

communicate with prospective service providers during a search process.  The Policy is referred to as 

the Lock-Out Rule. 

The Offeror shall not intentionally engage in unauthorized contract with Members or employees of 

the District of Columbia Retirement Board until such time as the offeror is notified an award has 

been made or the solicitation has been canceled, whichever occurs first.   

“Unauthorized contact” means communication between the offeror and a Member or employee of the 

Board other than: 

1. In the ordinary course of performing an existing contract; 

 

2. In connection with an expired or terminated contract; 

 

3. In the ordinary course of participating in the source selection process (e.g., responding to 

an invitation from the Board to submit written questions at a pre-Offerors conference or 

participating in contract discussions;  

 

4. Regarding a matter unrelated to procurement; or 

 

5. As a matter of public record. 

A violation of this provision may disqualify the Offeror from participating in the source selection 

process. 
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APPENDIX B – Procurement and Conflict of Interest Rules  
CHAPTER 2 

Ethics 

2.1  Policy  

2.2  General Standards of Ethical Conduct  

 2.2.1  Employees 

 2.2.2  Non-Employees  

2.3  Sanctions  

    2.3.1  Employees  

   2.3.2  Non-Employees  

2.4  Conflict of Interest 

2.4.1 Employees 

2.5  Personal Gain 

2.5.1  Employees  

2.6  Restrictions on Employment of Present and Former Employees 

 2.6.1  Employees  

 2.6.2  Offeror, Contractor, or Subcontractor  
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2.1 Policy  

Employees involved in the procurement process must conduct business impartially and in a manner 

above reproach, with preferential treatment for none. Employees must strictly avoid any conflict of 

interest or the appearance of a conflict of interest in the procurement process.  

2.2 General Standards of Ethical Conduct  

2.2.1 Employees  

Any attempt to realize personal gain through employment with the Board or by conduct inconsistent 

with proper discharge of the employee’s duties is a breach of ethical standards.  

2.2.2 Non-Employees  

Any attempt to influence any Board employee to breach the standards of ethical conduct set forth in 

this Chapter or in §§1602- 1604 of the Board’s Procurement Regulations is a breach of ethical 

standards. 

2.3 Sanctions  

2.3.1 Employees  

Disciplinary action may be taken against employees who violate any provision of §§1602- 1604 of 

the Board’s Procurement Regulations or this Chapter. Any employee who violates any provision of 

§§1602- 1604 of the Board’s Procurement regulations or this Chapter will be subject to discipline up 

to and including termination of the relationship with the Board.  

2.3.2 Non-Employees  

Any effort made by or on behalf of a non-employee, including an offeror or contractor, to influence 

an employee to breach the ethical standards set forth in §§1602- 1604 of the Board’s Procurement 

Regulations or in this Chapter is prohibited and may be referred to appropriate authorities for civil 

enforcement or criminal prosecution. A violation by a contractor or subcontractor of §§1602- 1604 of 

the Board’s Procurement Regulations or this Chapter constitutes a major breach of each Board 

contract or subcontract to which the violator is a party. In addition, an offeror or contractor that 

violates or whose representative violates any provision of §§1602- 1604 of the Board’s Procurement 

Regulations or this Chapter may be determined to be non-responsible in future solicitations.  

2.4 Conflict of Interest  

2.4.1 Employees and Trustees  

No employee or Trustee shall participate in or attempt to influence any procurement when the 

employee or Trustee knows or has reason to know:  
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The employee or Trustee or any relative of the employee or Trustee has a  financial interest 

pertaining to the procurement; 

The employee or Trustee or any relative of the employee or Trustee has a financial interest in a 

business or organization pertaining to the procurement; or 

The employee or Trustee or any relative of the employee or Trustee has an agreement or arrangement 

for prospective employment with a business or organization involved with the procurement.  

2.5 Personal Gain  

2.5.1 Employees  

It is a breach of ethical standards for any employee to receive or attempt to realize personal gain or 

advantage, either directly or indirectly, as a result of their participation in any action related to any 

procurement. No employee may solicit or accept, directly or indirectly, on his or her own behalf or 

on behalf of a relative, any benefit, such as a gift, gratuity, favor, compensation, or offer of 

employment from any person or entity having or seeking to have a contractual, business, or financial 

relationship with the Board.  

In the event an employee is offered or receives any benefit, the employee shall report the matter to 

DCRB’s ethics officer who shall determine the disposition of the benefit. The failure to report such 

offer or benefit to the ethics officer is a breach of these ethical standards.  

2.6 Restrictions on Employment of Present and Former Employees  

2.6.1 Employees  

An employee who participates in the selection of a contractor, participates in the approval process of 

a contract or contract modification, or supervises contract implementation shall not be employed by 

the contractor in question with respect to the performance of the contract in which the employee 

participated. 

2.6.2 Offeror, Contractor, Subcontractor 

An offeror, contractor, subcontractor shall not: 

1. Employ for a period of 24 months after separation a Board employee to work on a Board 

project on which the employee directly worked. The Executive Director may change this 

limitation period if it is determined that it is in the Board’s best interests after review and 

recommendation by the General Counsel. 

2. At any time after granting employment to any Board employee who participated in the 

selection of the contractor, participated in the approval of a contract or contract modification 

with the contractor, or supervised the contract implementation, allow such employee to work 

under the Board’s contract resulting from the selection or approval. 
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3. Offer to perform work for the Board premised on the hiring of a Board employee to perform 

part of the work that may reasonably be expected to participate in the selection of that 

contractor, participate in the approval of a contract or contract modification with that 

contractor, or supervise contract implementation. 

4. Perform work for the Board under the supervision, direction, or review of a Board employee 

who was formerly employed by the contractor without notifying the contracting officer in 

writing. 

5. Allow the relative of a Board employee or Trustee to work on a contract for which the 

employee has any direct responsibility or supervision. 

6. Permit any person whose employment the Board terminated, except pursuant to a reduction 

in force by the Board, other than pursuant to a reduction in force, to work on any Board 

contract or project. 

7. Offer or grant a Board employee relative of Board employee, directly or indirectly, any 

benefit such as a gift, gratuity, favor, compensation, offer of employment, or any other thing 

having more than nominal monetary value or any other thing of value. 
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APPENDIX C 

DCRB’s PII Policy dated August 28, 2013 
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APPENDIX D 

DCRB’s Information Security Policy 001 
Dated August 28, 2013 
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APPENDIX E 

DCRB’s Confidentiality Agreement 
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               CONFIDENTIALITY & SECURITY AGREEMENT GOVERNING THE  

PRIVACY OF RECORDS and RECORDS MANAGEMENT 

FOR CONTRACTORS OF THE DISTRICT OF COLUMBIA RETIREMENT BOARD 

 
I,       , have accepted a contracted position or currently hold 

a contracted position at the District of Columbia Retirement Board (“DCRB” or “Board”).  As a 

condition of my contract at DCRB, I understand and agree with DCRB’s requirements to maintain 

the privacy of its records and to ensure that protected information is handled in a confidential manner 

in accordance with following provisions:  

 

1. I understand that in performing the duties for which I have been retained, I may see and have 

access to confidential, sensitive and/or private information (hereafter “Confidential 

Information”).  For purposes of this Agreement, Confidential Information” means any fact, 

matter, document, or file in any form (oral, hard copy, or electronic), disclosed to me or 

known by me as a consequence of my contract and not generally known outside of DCRB 

and the District government.   

 

2. I am responsible and accountable for safeguarding the integrity, security, and confidentiality 

of personnel and retiree records, regardless of form, and must protect such records from 

unauthorized access, use, modifications, destruction or disclosure. 

  

3. During my contract term and after my contract is terminated, I will not disclose to, discuss or 

share with any unauthorized person, group or department, inside or outside of DCRB, any 

Confidential Information, in any form, except to the extent such disclosure, discussion or 

sharing is authorized by the DCRB Contracting Officer Technical Representative or Project 

Manager [and/or the appropriate data steward].   

 

4. I will not use Confidential Information for my own personal purposes, and I am prohibited 

from using personnel and retiree information for commercial solicitation, sale, personal gain 

or interest, or for any other unauthorized purpose. 

 

5. I will not copy or remove from the DCRB records, any materials containing Confidential 

Information, except to the extent that I am given written permission to do so by the DCRB 

Contracting Officer Technical Representative or Project Manager.  I must be sensitive to 

individual rights to personal privacy and must not disclose Confidential Information from any 

personnel or retiree records, unless disclosure is authorized in the performance of my 

assigned duties, or required by statute, regulation, or procedures. 

 

6. I will not look at, examine, or retrieve any document, file, or database, except those to which 

I am authorized to access and which are necessary for me to access in order to perform my 

job duties.   

 

7. I must safeguard automated personnel records and maintain proper computer security at all 

times by not leaving my terminal unattended while logged onto any DCRB or District 

government computer system or network, not revealing passwords or logon identification 

information, and not providing access to the computer systems or networks to unauthorized 
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individuals. 

 

8. I will not discuss or share with any unauthorized person, group or department, inside or 

outside of DCRB, any conclusions that I or others draw from Confidential Information, if 

discussing or sharing those conclusions would reveal any Confidential Information.    

 

9.  If I am ever uncertain whether a particular fact, matter, document, or file is covered by this 

agreement, I will resolve all uncertainties in favor of preserving the confidentiality of that 

information, and I will seek clarification from the Contracting Officer Technical 

Representative or Project Manager. [and/or the appropriate data steward] before engaging in 

any conduct that could jeopardize the confidentiality of the information. 

 

10. If I become aware that a breach of confidentiality has occurred due to my own or others’ acts 

or omissions, I will immediately notify the DCRB Contracting Officer Technical 

Representative or Project Manager [the appropriate data steward, and/or the DCRB General 

Counsel]. 

 

11. Upon termination of my assignment or as requested by the Contracting Officer Technical 

Representative or Project Manager, I will return all materials containing Confidential 

Information to the DCRB Contracting Officer Technical Representative or Project Manager 

[or his/her designee.]   

 

12. I understand that if I knowingly make an unauthorized disclosure of information, either 

directly or indirectly, or access and use information for personal gain or interests, or for any 

other unauthorized purpose, I will be subject to contract termination and I may also be 

subject to federal and District of Columbia civil or criminal actions.    

 

By signing and dating this agreement in the spaces below, I certify that I have read and understand 

this agreement in its entirety, and that I agree to be bound by its terms both during my contract and 

after I leave my contracted position at DCRB. 

 

Name (print):         

 

Signature:         

 

Title:     __________ _       Date:     

 

DCRB Contracting Officer Technical Representative or Project Manager:  I have provided this 

contractor with copies of DCRB’s Policies as well as the appropriate rules and procedures on privacy 

of records, records management, and security. 

 

 

Signature of the DCRB Contracting Officer  

Technical Representative or Project Manager: _________________________  

 

      Date:     _________________________ 




