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Step 1 - Go to https://starretirements.treasury.gov/ (If you are redirected, that is
fine). You will need to sign up for an ID.me account, confirm the email address
you signed up with, and set up multifactor authentication as shown in the
following steps. Click “Create an ID.me account.”
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System to Administer Retirement (STAR)
STAR is a pension benefits administration pertal serving the District of Columbia (D.C) Teachers' Retirement Plan, the D.C. Police Officers and Firefighters' Retirement

Plan, and the D.C. Judges' Retirement Plan.

8 secured 5 powered by D Information at your fingertips

» Health and Life Insurance Elections

Sign in with an existing account o Tax Withholdings
« Payment Information
IDme Sign in with ID.me
Make changes to your information
OR
s Address
' d
Don't have those accounts? « Phons Nimber

« Email

IDme Create an ID.me account ) ) o
« Emergency Contacts
s Direct Deposit

Asecure account powered by ID.me Privacy Act Statement
IDme is our trusted technology partner in helping to keep your
personal information safe. They specialize in digital identity protection
and help us make sure you're you- -and not someone pretending to be
you- - hefore we give you access to your information.

System Description

Step 2 - Click “Create an ID.me account” to create an ID.me account. You will
need to enter your email, create a password, confirm your password, and you will
also need to accept the Terms of Service/Privacy Policy before continuing.

Page 3 of 16


https://starretirements.treasury.gov/

Page 4 of 16

IDme + @ TREASURY

Create an ID.me account

Already have an ID.me account?
Sign in to your account

Email

Enter your email

Possword

Enter your password

Confirm Password

Confirm your password

laccept the IDme Torms of Service and Privacy Policy

Create an ID.me account




Step 3 - You will then receive a welcome email from ID.me. Confirm your email
address by clicking the “Confirm” button in the email.
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Welcome to ID.me
€ Reply € Reply All > Torward

ID.me <hello@id.me>
To Hemandez, Dariel (DCRE) ue 6/ 50 Pt

() e e prablenns with hows tis message s disleped, ik Hert o view i & web brovwser

CAUTION: This email ariginated from outside of the DC Gavernment. Do not click on links or open attachments unless you recognize the sender and know that the content is safe. Il you believe that this email is suspicious, please

forward to phishing@de.gov for additional analysis by OCTO Security Operations Center {SOC).

ID.me simplifies how you verify and share your identity online, while helping keep
your information safe.

You can confirm your email address by clicking the link below.

Confirm your

Please note: This link will expire in 15 minutes.

Step 4 - You will also receive a confirmation from ID.me that your email has been

confirmed.

5 e = » (

(@) ) https://apiid.me/en/confirmations/5e88cade Bcdbe797¢1f6813054c17/success 6

ID.me

=
Your email has been confirmed!

Thank you for confirming your email
Please return to the other window or tab to
continue with ID.me.

You may now close this browser window or tab.

WhatisIDme? | Terms of Service | Privacy Policy
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Step 5 — You will then need to go back to the original window / tab or back
to https://starretirements.treasury.gov/. When prompted, sign in and

complete the multi-factor authentication set-up. If you choose to receive a
code by text message, a unique code will be sent to your mobile number
and you will need to enter it. You will receive confirmation from ID.me that

your email has been confirmed

IDme + & TREASURY

COMPLETE YOUR SIGN IN
P, Y

Receive a code by phone

I AN

Textme Callme
v

You will receive a code at the following number

(@ o |

If you've changed phone numbers or carriers from
when you previously set up multi-factor
authentication, please update your settings here.

Page 6 of 16

ure your account - ID.me - Google Chrome = L

@ api.id.me/en/multifactor/setup/phone/228392714dfad3248fcd09a43912dd47/edit?toke

ID.me

SECURE YOUR ACCOUNT

1 2 o
Confirm your phone number

Please pick up the phone and follow the
instructions to receive your 6-digit code.

Enter the 6-digit code *

Didn't receive the code? Call me again

I Go back I



https://starretirements.treasury.gov/

Step 6 - Identity Verification
a) After entering your ID.me login credentials for this portal for the first time,
you will be presented with a requirement to:

b) Choose a verification method by selecting which photo ID you would like to
upload (i.e., Driver’s License, State ID, Passport, Passport Card). You can
take a photo with your mobile phone or upload a digital copy of your
Driver's License, Passport, Passport Card, or State from your computer.

VERIFY YOUR IDENTITY

There are several options for you to verify your
identity and this process only takes a few minutes

You'll only need to verify your identity once
We'll need your permission to use details from your

credit profile and other public sources to verify your

dentity. Don't worry this won't affect your credit score

Choose a verification method

M Driver’s license or state ID
pload photos o driver’s license or state

=] Passport

A=

Upload a photg of your passport and enter y

sOCial secunty numoer

Passport card

Idon’t live in the United States
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c) If you choose to take a photo of your photo ID with your mobile phone,
enter your phone number.

d) ID.me will send you a text message with a link to your mobile phone to take
photos of your identity document. The next step is to access the link and
follow the instructions.

ID.me + B 24

Take photos of your
driver’s license or state ID

Front side

Take a photo

Back side

Take a photo

3

e) After submitting photos of your

document, take a photo selfie. ;

Take a photo of yoursalf
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f) Enter all other requested information, including your Social Security
Number (SSN).

CONFIRM YOUR IDENTITY

XXX=XX=-XXXX

Enter your Social Security number

The Social Security number is used as a unique
identifier to confirm identity. This will not affect

your credit score.

Coptinue

What is ID.me? | Terms of Service | Privacy Policy

g) Review and confirm that all of your information is accurate. Then select
IIYeS”.

4

h) To finish your identity verification process, select “Allow and continue.’
This step securely shares your identity information with the U.S.
Department of the Treasury.

Note: After ID.me verifies your identity, you will receive a confirmation
text message as a way to protect you from fraud. Identity verification is
a one-time event. Once you verify your identity with ID.me, you will
simply have to login with MFA to access STAR.
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Step 7 - What is an ID.me Trusted Referee?

If you are having difficulty with verifying your identity online, you may be directed
to meet with an ID.me Trusted Referee on a video call.

A Trusted Referee is a trained identity specialist employed by ID.me to assist you
with proving your identity. When verifying your identity with a Trusted Referee,
you may be asked to upload photos of your identity documents and show the
physical copies to the ID.me Trusted Referee. You may need to show either two
primary documents or one primary document and two secondary

documents and/or proof of a Social Security number. Your wait time for a Trusted
Referee may vary, but you can choose to return later at a time that works best for

you.
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https://help.id.me/hc/en-us/articles/360052242853-What-is-an-ID-me-Trusted-Referee-video-call-
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https://help.id.me/hc/en-us/articles/360017833054-What-is-a-Primary-or-Secondary-Identification-Document-
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Verify identity on a video call

1 Caonfirm Details
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2 Send Documents
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STEP 1
Get Started

If you see a button to verify your identity
on a video call, click "Get 5tarted” to
begin the simple process of finishing

your verification with 1D.me.

STEP 2

Review and Update
Information

Review your personal information
to confirm it's accurate in case there
was a typo in your previous entry.



Contfim your Social Sacunity numbar

m-mm&:ﬂ:ﬁ‘?ﬂmummm S.TEP 3
i Confirm Your Social
prp——— ' Security Number
= ﬂ Why does |ID.me ask for my 55N7

I by bt e 0 ook
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STEP 4
T e Gather Your Documents

Tt DM O e Ve Py Pk il Dl

Proving your identity is as simple as uploading

N e T e ] B i
-l
a phote of 2 primary documents OR 1 primary
p—— SEpE—— P ——
I and 2 secondary documents.
et o= R p——— e —— Additionally you will need to send a photo
e—— R PT—T— of yourself (selfia).
S —— S——— | —————————— -

ID.me’s acceptable documents: https://help.id.me/hc/en-us/articles/360017833054
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VERIFY IDENTITY OMN A VIDED CALL

Take a photo of yourself
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STEP 5
Take a Selfie

Follow the instructions to take and submi

a photo of yourself. You will have the opti
to wse a mobile phone with a camera

or computer with a webcam

STEP 6
Double Check

Make sure that all your information
is accurate and complete. Ifitis,

click Continue.



Step 8 - Final Step - Identity Verification Email

This email verifies your identity has been verified and you can access the portal
now. Please go to https://starretirements.treasury.gov/ and attempt to login.

Confirmed: Identity verification complete

. Repl &) Reply Al —> Forward B0
ID.me <hello@id.me> O Realy | O Reply
To Meagher, Dylan (DCRB) Mon 7/12/2021 9:48 AM
@ If there are problems with how this message is displayed, click here to view it in a web browser.
Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message.

CAUTION: This email originated from outside of the DC Government. Do not click on links or open attachments unless you recognize the sender and know that the content is safe. If you believe that this email is suspicious, please
forward to phishing@dc.gov for additional analysis by OCTO Security Operations Center (SOC).

You're verified

An ID.me Trusted Referee verified your identity on 07/12/2021 during a live video
call.

B Right-clck or tap
and hold here to
dowmbosd
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Resources

Having Trouble Getting Past the Online Verification Stage?

If your online identity verification attempt was unsuccessful, you may see the
option to connect with an ID.me Trusted Referee or Video Chat Agent.

https://help.id.me/hc/en-us/articles/360052242853-What-is-an-ID-me-Trusted-
Referee-video-call-

Logging into STAR Issues

If you are having issues logging in after completing the identity verification, please
clear your cache (see below), close the browser, and try again.

o To clear cache in the Chrome browser,
i. Atthe top right, click the three-dot menu.
ii. Click More tools, then click Clear browsing data.
iii. Atthe top, choose a time range. To delete everything, select
All time.
iv. Next to "Cookies and other site data" and "Cached images and
files," check the boxes.
v. Click Clear data.
o To clear cache in the Safari browser,
vi. Choose History > Clear History, then click the pop-up menu.

vii. Choose how far back you want your browsing history cleared.

viii. Clear the history

o To clear cache in the Edge browser,
ix. Click the three-dot menu at the top right corner.
X. Select Settings, then select Privacy, search, and services.
xi. Under Clear browsing data, select Choose what to clear.

xii. Choose a time range from the Time range drop-down menu.
To delete everything, select All time.

xiii. Choose the types of data you want to clear (see the table
below for descriptions). For example, you may want to remove
browsing history and cookies but keep passwords and form fill
data. Next to "Cookies and other site data" and "Cached
images and files," check the boxes.

xiv. Select Clear now.
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https://help.id.me/hc/en-us/articles/360052242853-What-is-an-ID-me-Trusted-Referee-video-call-
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ID.me Issues
e If you are encountering issues using ID.me (i.e., not able to authenticate),
please connect with ID.me support directly at https://help.id.me/hc/en-
us/requests/new. To be put into a priority queue, select Department of
Treasury or DC Retirement Board as your authentication source.

e |D.me FAQ Page: https://help.id.me/hc/en-us

OTHER QUESTIONS

What documents will ID.me accept? https://help.id.me/hc/en-
us/articles/360017833054

Why does ID.me ask for social security number? https://help.id.me/hc/en-
us/articles/202211610

YOU'RE ALMOST THERE : — i —— ——

Complete identity verification

Have your documents inspected virtually,
Connect with a trained and certified ID.me
Trusted Referee on a secure, two-way video call

— Get Stuck Along the Way?

At ID.me we have a No Ildentity Left Behind mission. If you
get stuck along the way, we are here to help. You'll see a
screen inviting you to connect with an ID.me team member
via video call who will verify your identity in moments.

or retry the previous steps

Why am | seeing this? v

If you have additional questions, please navigate to help.id.me and ask our virtual assistant or
submit an inquiry. Our member support team is available 24 hours a day, 7 days a week and will get

Additional Resources

e |D.me + Treasury Help Site
o How do | verify my identity to access Treasury applications?
o What is an ID.me Trusted Referee video call?
o How do | change the primary email address in my ID.me account?
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https://help.id.me/hc/en-us/articles/360017833054
https://help.id.me/hc/en-us/articles/360017833054
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https://app.salesforceiq.com/r?target=6241ad24260a6346d5094500&t=AFwhZf3a3smdWm9V430Lxz4trjQ13dKWXwRdkvAsG-vI4FLgNdocBowdEu8Nf9BsWtEaL6Oi9mDJfkR-bvxor4wpNORq2wuiPYkWplxyAAgXnuW1muTiTnkYvO_G56mHZBYah0VHW8Ox&url=https%3A%2F%2Fhelp.id.me%2Fhc%2Fen-us%2Farticles%2F360011500573-How-do-I-change-the-primary-email-address-in-my-ID-me-account-

